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Introduction

I am delighted to have the opportunity to address this important topic on the impact of the changing US regulatory landscape on the Caribbean financial services sector. I will limit my presentation to such impact on Caribbean commercial banking services and particularly on correspondent banking relationship with US banks being the correspondents and the Caribbean commercial banks being the respondents. Moreover, I will review two sections of the USA PATRIOT Act and their impact on foreign correspondent banking. 

I believe that it is important for me to preface any remarks with a statement about my basic position on the changes occurring in the US regulatory and law enforcement environment. The outrages in New York and Washington, D.C. on 9/11 should remind all of us that the fight against terrorism includes the fight against financial crime.  It is a fight that matters to all of us as individuals and citizens. 

During this session, I want to focus on Sections 311 and 312 of the USA PATRIOT Act as well as on the fines that have been imposed on financial institutions providing correspondent banking services to foreign banks, including Caribbean commercial banks.  But first, allow me to reflect on where we came from to appreciate where we are today in correspondent banking relationships. 

II
Correspondent Banking: A Gateway for Money Laundering

There was a time when US and European banks aggressively competed for correspondent banking business from foreign banks. I met several of their key officers in London, New York, Toronto and San Francisco and these meetings provided substantial professional and business experiences for every one involved. Some US and European banks were venturing into new geographies for their products and services. At the same time, the indigenous banks were demonstrating that on their own they could establish correspondent relationship and make payments worldwide on behalf of their customers. Account relationships were established by way of an exchange of letters or standard correspondent banking agreements and the exchange of test keys. The banks together prospered, transactions were all legal, payable through accounts, and politically exposed persons, suspicious activity or suspicious transactions reporting were unknown, and the foreign banks’ jurisdictions, their customer base, and their products and services were not risk assessed.  

Commercial banking was rarely, if at all, connected to criminal activities and foreign correspondent banks did not serve as a gateway for crimes undermining the US financial system. 

Those were the good old days. 

Particularly in the late 1990s, the drum beat of a change in correspondent banking relationships between US banks and foreign banks started and became compellingly louder in February 2001 with the publication of a report titled “Correspondent Banking: A Gateway for Money Laundering”.
 

This report stated that US banks, through the correspondent accounts they provided foreign banks, have become conduits for dirty money flowing into the American financial system and as a result, facilitated illicit enterprises, including drug trafficking and financial frauds.

III
Section 311 of the USA PATRIOT Act

Title III of the USA PATRIOT Act
 took up the lead initiated by the February 2001 report by amending the anti-money laundering provisions of the Bank Secrecy Act to promote the prevention, detection, and prosecution of international money laundering and the financing of terrorism.

Section 311 authorizes the Secretary of the Treasury, in consultation with the Department of Justice, the State Department and appropriate federal regulator to designate a foreign jurisdiction, institution, class of transactions or type of account to be “primary money laundering concern” and to impose one or more of five remedies known as “special measures”. Four of the special measures imposed information gathering and record-keeping requirements upon those US financial institutions that maintain accounts for specific jurisdictions, institutions or types of accounts as described in the 311 designation. 

Under the fifth special measure, the Secretary of the Treasury can issue rules that prohibit US financial institutions from establishing, maintaining, administering or managing any correspondent account or a payable through account for or on behalf of the designated primary money laundering concern.

Section 311 measures against a jurisdiction and its banks have serious implications for the future relations between US financial institutions serving as correspondent banks and their foreign bank respondents.
  An obvious implication is that once this relationship is closed, the probability of re-establishing a similar relationship down the road is negligent or zero. Another implication is that individual banks may be unable or ineffective in correcting the problems that caused a jurisdiction to be classified as a primary money laundering concern jurisdiction. A minimum requirement has been for the country’s government to take steps to improve anti-money laundering laws and prosecute the individuals or institutions for their money laundering activities.

Section 311 of the USA PATRIOT Act, therefore, requires the gathering of a new set of information for its effective implementation. No doubt, correspondent banks and their respondents should access such information in managing the risk inherent in their relationship.  

There are various sources of Section 311-type information available to a US bank when evaluating the country/jurisdiction risk associated with a foreign bank correspondent relationship. Among these sources are listings of:

· Countries subject to OFAC sanctions

· Countries identified as supporting international terrorism as determined by the Secretary of State under the Export Administration Act of 1979

· Jurisdictions determined to be of primary money laundering concern by the Secretary of the Treasury

· Jurisdictions/countries identified as non-cooperative by the Financial Action Task Force in money laundering

· Major money laundering countries/jurisdictions identified in the US Department of State’s annual International Narcotics Control Strategy Report, in particular countries identified as jurisdictions of primary concern

· Offshore financial centers as identified by the US Department of State; and

· Other countries identified by the bank as high-risk because of prior experience, transactions history and other factors (e.g. legal considerations, or allegations of official corruption)  

More often than not, I have referred to the CIA World Fact Book and the US State Department’s International Narcotics Control Strategy Report (INCSR) for information when assessing the geographic location risk of a foreign corresponding banking relationship. Both sources have established a connection between narcotics production and trafficking, human smuggling and other criminal activities, corruption, the activities in offshore financial centers, and the vulnerability of the correspondent and respondent banks to money laundering and terrorist financing risk.

The CIA – World Fact Book identifies countries that are transshipment points for narcotics to the US and Europe, and illicit drug producers. The INCSR categorized countries or jurisdictions of primary money laundering concerns, jurisdictions of concern and other jurisdictions that must be monitored. These two sources have, in fact, identified several Caribbean countries/jurisdictions as narcotics transshipment points or categorized them as jurisdictions of primary money laundering concerns.   

I have reviewed the CIA – October 2007 World Fact Book’s findings on 17 Caribbean countries. They showed:

	17
	As transshipment points for narcotics to the US and Europe

	6
	As offshore financial centers

	4
	As producer of cannabis; and

	7
	As vulnerable to money laundering, corruption, and cash smuggling


For some Caribbean countries/jurisdictions, the Fact Book highlighted the existence of:

· Money laundering activities related to narcotics trafficking

· A large offshore financial center in a narcotics transshipment point country being vulnerable to money laundering

· Jurisdictions with weak anti-money laundering enforcement, rising money laundering related to drug trafficking, human smuggling, and pervasive corruption  

The US State Department’s International Narcotics Control Strategy Report has used three differential categories to assess the money laundering situations in 200 jurisdictions. These categories are:

· Jurisdictions of Primary Concern. These are considered major money laundering countries where financial institutions engage in currency transactions involving significant amounts of proceeds from international narcotics trafficking and other serious crime

· Jurisdiction of Concern and Other Jurisdictions Monitored. These categories include all other countries and jurisdictions depending on a number of quantitative and other factors

I have also reviewed the 2006 US State Department’s International Narcotics Control Strategy Report on 17 Caribbean countries and found that: 

	7
	As countries/Jurisdictions of primary concern 

	8
	As countries/Jurisdictions of concern; and

	2
	As countries/Jurisdictions monitored


V
Section 312 of the USA PATRIOT Act

Section 312 of the USA PATRIOT Act also ushered in a substantive change in correspondent banking relationships between US banks and Caribbean commercial banks.

On August 9, 2007, the Financial Crimes Enforcement Network (FinCEN) published a final rule to implement the remaining Section 312 provision.
   This section requires each US financial institution that establishes, maintains, or manages a correspondent account or a private banking account in the US for a non-US person to subject such an account to certain due diligence measures.

Under the rule adopted by FinCEN, enhanced due diligence measures apply to correspondent accounts maintained for a foreign bank operating under: 

· An offshore banking license

· A license issued by a country that has been designated as being non-cooperative with international anti-money laundering principles or procedures; or

· A license issued by a country designated by the Secretary of the Treasury as warranting special measures due to money laundering concerns 

Observers of the changes in US anti-money laundering/anti-terrorist financing laws and regulations would note the progression from the requirement that US banks should know their customer to the requirement for them to perform due diligence on some and enhanced due diligence on other customers.  Of course, this progression has important implications for foreign correspondent relationships. Three of these implications are:

· Banks conducting Know Your Customer (KYC) monitoring for anti-money laundering and anti-terrorist financing purposes increasingly use specialized transactions monitoring software, particularly names analysis software and trend monitoring software

· The generated alerts identify unusual activity which is then subject to due diligence or enhanced due diligence processes that use internal and external sources of information on the subject. This due diligence or enhanced due diligence (EDD)
 determines whether a transaction or activity is suspicious and requires reporting to the authorities

· Enhanced due diligence has not been internationally defined. As a result financial institutions are at risk of being held to different standards depending upon their jurisdiction and regulatory environment  

In general, the progression from KYC to EDD has increased the compliance cost for banks with high-risk customers, including foreign banks with correspondent accounts at US banks. An apparent result was the smaller US banks have tended to discontinue offering correspondent banking services to foreign banks and other foreign financial institutions, while the larger US banks have tended to set increasingly higher standards for approving an account relationship with a foreign bank.

VI
AML Fines

The imposition of massive fines on banks in non-compliance with the requirements of the Bank Secrecy Act (BSA) and its implementing regulations has, no doubt, impacted the willingness of US banks to offer correspondent banking relationships to foreign banks.

Recently, these fines have increased; perhaps suggesting that US regulatory and law enforcement agencies have grown intolerant with financial institutions demonstrating continued non-compliance with the requirements of the BSA and its implementing regulations. 

The following statements by US government officials reflect this apparent intolerance towards financial institutions that disregard their legal obligations under the BSA and fail to implement reasonably effective programs of transactions monitoring and suspicious activity reporting:

· One official recently stated that drug cartels and other criminals easily exploited banks that knowingly disregarded their legal obligations under the Bank Secrecy Act. The Department of Justice would continue to work to make sure banks follow the law and put these vital anti-money laundering programs in place 

· Another official stated that in a multi-billion dollar illegal drug market, the law required and the Drug Enforcement Agency (DEA) depended on financial institutions to know their customers and practice due diligence. When banks fail to uphold their responsibilities, they turn their legitimate business into a currency stash house used by international drug traffickers to line their pockets, fuel more trafficking, and corrupt government officials and global economies. The non-compliant bank would pay the price for its failure with a hefty fee, thus demonstrating law enforcement’s commitment to enforcing the anti-money laundering regulations that assisted the US efforts to detect and halt criminal activity like drug trafficking

· And yet another official has recently stated that the American economy depended on the integrity of financial institutions and the work of those institutions to ensure compliance with anti-money laundering regulations 

The following are examples of fines over $5.0MM paid by banks for the period January 2001 through September 2007 for violating the BSA and its implementing regulations.

	Banks 
	Amount of fine ($MM) 
	Penalty date

	· Bank of China
	10.0
	01/17/01

	· US Trust
	10.0
	06/13/01

	· Banco Popular
	22.0
	01/16/03

	· Riggs Bank
	41.0
	05/13/04

	· AmSouth
	50.0
	10/12/04

	· Arab Bank
	24.0
	08/17/05

	· ABN/AMRO Bank
	80.0
	12/19/05

	· Bank Atlantic
	10.0
	04/26/06

	· Israel Discount Bank
	12.0
	10/31/06

	· American Express Bank
	60.0
	08/06/07

	· Union Bank of California
	32.0
	09/17/07

	Total
	$351.0
	


Source: American Banker and SourceMedia, Inc.  

In a little over a month two banking companies have received large fines for failure to comply with the BSA. American Express was fined $60MM in August 2007 and Union Bank of California (majority owned by Mitsubishi UFJ Financial Group) was fined $31.6MM in September 2007. 

However, the biggest fine is still likely to come. ABN/AMRO Holding, NV which was fined $80MM in December 2005 for problems in its anti-money laundering program, may receive a second penalty of nearly $500MM. Such a fine would obliterate the record for a money-laundering penalty, and would be in excess of the combined amount regulators have assessed against banking companies for money laundering problems since 2001.

In addition, US banks have been spending substantial amounts to implement enhanced programs while still being exposed to the risk of non-compliance and the resulting fines. Union Bank of California received a fine despite spending over $100MM on anti-money compliance, hiring additional staff members, upgrading training and forming a financial intelligence unit.
  

VII
Summary

Some Caribbean jurisdictions are categorized as jurisdictions of primary money laundering concern and as transshipment points for narcotics trafficking. Such a categorization has caused the questioning of the integrity of Caribbean financial institutions and has constrained their access to the products and services of US financial institutions.

US regulatory and law enforcement agencies have clearly signaled to the financial services industry in the US and abroad that their anti-money laundering effort was not just about fighting financial crimes like fraud or corruption or tax evasion, important though such a fight might be. It is also about the proceeds and funding of drug dealing, people trafficking, theft, smuggling and about real social misfits and illicit activities.

In the circumstances, US financial institutions are required to comply with increasingly higher and operationally complex regulatory standards or face the risk of regulatory penalties that could severely impact their liquidity and solvency while destroying the professional future of their personnel. In addition, US financial institutions in their risk management effort have been forced to expend substantial amounts in BSA/AML personnel, and technology to establish reasonably effective anti-money laundering/anti-terrorist programs.

The net minimum impact of this changing regulatory and law enforce environment on foreign financial institution has been reduced access to US correspondent relationships and other US banking products and services by Caribbean and other foreign banks. 

� The Democratic staff of the US Senate Permanent Subcommittee on Investigations conducted a year long investigation of correspondent banking and its use as a tool for laundering money. The staff’s investigation   led them to conclude that allowing high-risk foreign banks and their criminal clients access to US correspondent bank accounts, among several negative impacts, facilitates crime and undermines the US financial system. In their view it was time for US banks to shut the door to high-risk foreign banks and eliminate other abuses of the US correspondent banking system.  The staff’s findings were summarized in the report “Correspondent Banking: A Gateway for Money Laundering,” issued in February 2001.     


� Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001.





� The Treasury Department has used the authority of Section 311 to designate the Commercial Bank of Syria (CBS) and its subsidiary Syrian Lebanese Commercial Bank and issued a notice of proposed rule-making that would prohibit any US bank, broker-dealer, futures commission merchant, introducing broker   or mutual fund from opening or maintaining a correspondent account on behalf of CBS. Correspondent accounts involving CBS were terminated without exception. The Treasury also authorized 311 measures against two Burmese banks, Myanmar Mayflower Bank, and Asia Wealth bank, two banks within that jurisdiction that were implicated in facilitating the drug trafficking organizations in Southeast Asia. Section 311 action was also taken against foreign jurisdictions including Burma, Nauru and the Ukraine. The Treasury Department has also used the authority of Section 311 to designate two Latvian banks, VEF Banka and Mulitbanka, and Macau based Banco Delta Asia S.A.R.L. as primary money laundering concerns. According to the Federal Register Notice, Banco Delta Asia, S.A.R.L provided financial services for more than 20 years to multiple North Korean government agencies and front companies that were engaged in illicit activities, and worked with DPRK officials to accept large deposits of cash. In addition, to the activities of the DPRK, investigations revealed that Banco Delta Asia S.A.R.L serviced a multi-million dollar account on behalf of a known international drug trafficker. 


� Among these factors are: (1) whether the country’s financial institutions engage in transactions involving significant amounts of proceeds from serious crime; (2) the extent to which the jurisdiction is or remains vulnerable to money laundering, notwithstanding its money laundering countermeasures; (3) the nature and extent of the money laundering situation in each jurisdictions (e.g. whether it involves drugs or other contraband); (4) the ways in which the US regards the situation as having international ramifications; (5) the situation’s impact on US interests; (6) whether the jurisdiction has taken appropriate legislative actions to address specific problems; (7) whether there is lack of licensing and oversight of offshore financial centers and businesses; (8) whether the jurisdiction’s laws are being effectively implemented; and (9) where US interests are involved, the degree of cooperation between the foreign government and US government agencies. Additionally, given concerns about the increasing interrelationship between inadequate money laundering legislation and terrorist financing, terrorist financing is an additional factor considered in making a determination as to whether a country should be considered and “Other Jurisdiction Monitored” or a “Jurisdiction of Concern”.     





�  Published in the Federal Register, 72 Fed. Reg. 44,768 (2007). 


� Section 103.76 of the Final Rule provides information on the content of a covered financial institution’s enhanced due diligence program. It states that in the case of a correspondent account for a foreign bank, the due diligence program must be designed to ensure that the covered financial institution takes reasonable steps to: (1) Conduct enhanced scrutiny of such correspondent account to guard against money laundering and to identify and report any suspicious transactions in accordance with applicable law and regulation. This enhanced scrutiny shall reflect the risk assessment of the account and shall include as appropriate (a)  obtaining and considering information related to the foreign bank’s anti-money laundering program to assess the risk of money laundering presented by the foreign bank’s correspondent account; (b) monitoring transactions to, from or through the correspondent account in a manner reasonably designed to detect money laundering and suspicious activity; and (c) obtaining information from the foreign bank about the identity of any person with authority to direct transactions through any correspondent account that is a payable through account, and the sources and beneficial owner of funds or other assets in the payable through account. (2) Determine whether the foreign bank for which the correspondent account is established or maintained in turn maintains correspondent accounts for other foreign banks that use the foreign correspondent account established or maintained by the covered financial institution and if so take reasonable steps to obtain information relevant to assess and mitigate money laundering risks associated with the foreign bank’s correspondent accounts for other foreign banks, including, as appropriate, the identity of those foreign banks. (3) Determine, for any correspondent account established or maintained for a foreign bank whose shares are not publicly traded, the identity of each owner of the foreign bank and the nature and extent of each owner’s ownership interest. 


� US Department of Justice, “Union Bank of California Enters into Deferred Prosecution Agreement and Forfeits $21.6MM to Resolve Bank Secrecy Act Violations,” Press Release, September 17, 2007. FinCEN and the Office of the Comptroller of the Currency (OCC) have each assessed an additional $10MM civil money penalty against the company for violations of the BSA. The FinCEN penalty will be deemed satisfied by a single payment of $10MM to the OCC, resulting in total payments of $31.6MM by Union Bank of California under these settlements.


� Cheyenne Hopkins, “AML Fines Mount: Root Causes and Next Steps,” American Banker, September 26,2007  
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